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ABSTRACT

Bitcoin is one of the cryptocurrencies, which is decentralized and transparent. However, due to its anonymity, it is
currently being used for the purpose of transferring funds for illegal transactions in darknet markets. To solve this problem,
clustering heuristic based on the characteristics of a Bitcoin transaction has been proposed. However, we found that the
previous heuristis suffer from high false negative rates. In this study, we propose a novel heuristic for bitcoin clustering
using off-chain data. Specifically, we collected and analyzed user review data from Silk Road 4 as off-chain data. As a
result, 31.68% of the review data matched the actual Bitcoin transaction, and false negatives were reduced by 91.7% in the
proposed method.
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